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FOREWORD

The official security regulations govern-
ing the production, dissemination, distri-
bution, and handling of classified informa-
tion by all personnelof the Joint Research
and Development Board and its agencies
are hereby promulgated in accordance
with Section 6.2 of the Rules of Organiza-
tion and Procedure, which directs that
““The Executive Secretary shall issue the
security regulations of the Board to effec-
tuate the U. S. Codes and Statutes relat-
ing to security of information.’

L. V. BERKNER
Executive Secretary

June 15, 1947
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SECURITY REGULATIONS OF THE JRDB

Most of the information with which the JRDB is dealing in its
v daily work is vital to the defense of the United States. Such infore
mation is known as "classified information" and has been graded to
indicate the degree of 1ts importance into Top Secret, Secret, Confi=
dential and Restrlcted, In order to safeguard the classified informa=-
tion in 1ts possession, the Board has establlished a series of securlty
regulations which are set forth in this chapter and has evolved certain
gpecific procedures for the handling of classified information, It is
incumbent upon every member of the staff, rega.rdless of the position
he hoéld.s, to Be thoroughly conversant with these regﬂétions and
proce?.wes and to observe them to the letter, Breaches of sescurlty
may not be excused by "ignorance of the law,"

The Joint Research and Development Board is necessarily high on

the list of targets for unauthorized persons who desire to obtain

information regarding the national defense., Such persone are shrewd
and determined and will seek to galn thelr ends by clever and indirect
means, No securlty system 1s perfect nor secure againet such efforts,
unless each person who knows any part of the desired information is on
his guard at all times., This means that members of the staff must

gua,rd.i particularly agalnst discussing offlce business with relatilves
or frziends. Since the smallest and most irrelevant fact may be

|
| 6/15/47
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significant i1f it falls into the hands of those who can assiociate it

I
with other facts, the only safe rule to follow is not to discuss any

office business outside the office.

3.l

Porgonal Respongibllity of the Individual,

Bach person, regardless of capacity in which he may receive it
hecanmss personally responsible for classified information. with
which he is entrusted, Executive Directors of Committees and
other officials of the Board are responsible for acquaﬁl.nting a,l;L
persommel under their direction with the security regu.'li_ations and
for seeing that the rules of security are fully met W‘i’l‘ih respec£
to their own offices, New personnel should be so hldoc%;trimted.‘
as goon as they enter on duty. Knowledge of classified informa-
tion should be limited to those who require such knowledge for
the dlscharge of their duties, Work for clerical persomnel shall
be arranged In such a way that one person will work on the same
paper fraom beginning to end in go far as possible, Each individ=-

ual is personally accountable, however, Ffor the security of all

information which he recelves in his official capacity.

3.1,1 Penalties for Violation: All loyal citizens whoj have thé
welfare of thelr country at heart, will na‘uural.l.y exercise

‘ .
the greatest diligence in safeguarding information which |

affects the national defense. It is necessary té poin“o

6/15/47




3.102

3,1.1(2)=3,1.2

out, however, the law provides heavy penalties for those
who violate their trust, JBRDB personnel entering on d.ﬁty
for the first time ai‘e required to read and understand the
Espionage Act [The Act of June 15‘, 1917, ko Stat. 217 as
amended by Section I of the Act of March 28, 1940, 5k Stat,
79, 50 USC 31 (Fine and Imprisomment for Disclosure of
Information) and Executive Order #8381 of March 22, 19407
"defining certain vital military and Naval installations
and equipment." It goes without saying, of course, that
the Executive Secretary has heavy responsibilities for the
security of information within the Board, The necessity
for exercising the utmost dlligence in this respect oute
welghs any personal consideratlons, and any lapses fram
gecurity will be dealt with stringently and without regard

to the personalities Involved,

The Oath of Secrecy: All JRDB personnel entering on duty

for the first time are also required to read and sign the

Oath of Secrecy, text of which 1s as follows:

‘OATH OF SECRECY

I, tho undersigned, « « o« « o« o« o« s o« o o « o 4O 80lemmly
swear or affirm that, in conslderation of the purpose and
elm of JRDB in coordinating sclentific knowledge and
information, that whenever I receive classified informe=
tion, orally or in writing, pertinent to the national
defense, security, and welfare of the United States:

F TN S e
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REPRODUCED AT THE NATIONAL ARCHIVES

- 3.1.2(2)

1.

3.

T will neither supply nor disclose to any un~
authorized person any classified informatifon
which 1s disclosed to me in sny memmer in con-
nection with my officlal capacity with the JRDB,
and T further agree not to disclose to any un~
authorized person the Board's interegt in any
field of scientific research or development un=-
less such disclosure 1s previously approved by
the Executive Secretary of JRDB or his
representative,

I will not duplicate, or cause to be duplicated

by elther printing or other reproductive processes,

any JRDB TOP SECRET, SECRET, or CONFIDENTIATL
materiasl which has been made avallable to me; un=
less prior approval for such reproduction has been
granted by the Executive Secretary, his Deputy,

or other authorized person,

Upon completion of my connections with JRDB, I
will promptly return all classified material for
which I assumed responsibility while under the
Jurisdiction of the Board,

I have read and understand the attached copies of

the following acts: |

a, Esplonage Act: See 1d, and e, of the Act of
June 15, 1917, 40 Stat, 217, as amended by
Sec, 1 of the Act of March 28 1940, 54 Stat,
79, 50 USC 31 (Fine and mprisorment for uige
closure of information) (Incl 1), :

b, Executive Order No., 8381 of March 22, 1940,
5 F, R, 1147 (Incl. 2).

So help me God.°

Witness:

( Signature )

6/15 /47




| ‘ ' 3,1,2(3)-3,1.3

New personnel are required to report to the Security

Off:tc‘:é upon arrivel and to read and initlal the copy of

the Security Regulations held by the Security Offlce with-

in 72 hours after thelr arrival,

3,1.3 Personnel Investigations: One of the primary precautionary

measures taken with respect to safeguarding classified in=-
Pormation 18 the investigation through the investigative
facilitiea of the govermment, of all personnel who enter
on duty with the Board, This practice, which has recently
' been made mandstory for the Federal Service by Execubive

1 Order, has long b_een a reqﬁiremeht in the War é.nd. Navy
 Departments and other Agencies handling highly classified

infdx’mation, Each person is required to furnish certain

basic data regarding hils own personal history which is

uged by the investigative agenciles to facllitate thelr

inguleies, Persons on whom no derogatory information is

found are unofficially referred to as having been "cleared,”
It is emphaaizeld., however, that notice to the effect that

‘clearance has been given may signify only that the investi-

gation has been made and no evidence uncovered to indicate
that the person is disloyal or untrustworthy., It does not

' mean that any and all classified information may be given
to that person indiscriminately. Xach Individual is

entltled to only such clagsified informstion as he

6/15 /47
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3.1.3(2)-3.1.k

3.1.4

6/15 /47

requires for the performance of his official duties, The
Executlive Secretary has delegated to the Administrative ’
Secretary the authority to decide what level of }cla.ssifi‘éd.
information may be handled by each employee. The Security
Officer wlll convey this information to the e@loyee's
supervisor,

Pergons who by virtue of their official positions are
entitled to an overall knowledge of classified information,
should exercise the greatest diligence and discrimination
in passing on portions of that infox'znation“ to their
subordinates, If a person must be used in handling clasis-
1fied material before he 1s cleared, authorization must be

obtained from the Security Officer,

Obligations Upon Leaving the JRDBy Persons leaving the

JRDB on any basis whatever--separation, tra.nsfér, resigna-~
tion, ete,~~may not disclose, after leaving, the classified
information which they received while assoclated with the
JRDB Further, ééch person leaving the JRDB im required
to return all officilal documents, classified and unclassi-
fled, identification passes, keys, etc., and will be re=-
quired to sign a statement that no such material or equ:}lp-

ment remains 1n his possession.

I




(&Y}
®
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3.2 Definitions of Terms in Commonegt Use.

The purpose of thls section 1s to define the gecurity terms in
most general use in order that there msy be a common- understand-
ing regarding them throughout the Board. The definitions have,
for the most part, been taken from the Army Security Reguiationsl
or the Navy Securiﬁy Regulations2,

Claseified Military Information: Includes all information con=

écenling documents, cryptographic devices, development projects
and materiel falling in the categories Top Secret, Secret, Confi-

dential, or Restricted.

Confidential Matter: Documents, Iinformation, or materiel, the

unauthorized disclosure of which, while not endangering the
| ' national secu.fity, would be prejudicial to the interest or
\ prestige of the nation, any govermmental activity, an individual,
l or would cause administrative embarrassment or dificulty, or be
| of advantage to & forelgn nation.

Cryptographic Material: Includes all documents and devices

é‘mployed. in changing plain language messages into unintelligible

form by meens of codes and cilphers,
|

Documents: - Any form of recorded information, such as printed,

mi{'lmeographed., typed, photostated, and written matter of all kinds;

1 Safeguarding Military Information (Army Regulations 380-5), 15
August 1946,
1 2 Procedure for Safeguarding Top Secret Matter and Article 76, U, S,
\ Navy Regulations, 1920.
r

} 6/15/47
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3,2(2) ' | |

charts, maps, relief maps, photamaps, and aerial photégrapys and i
mosalcs; drawings, sketches, notes, and blueprints, or phoﬁostaticj
copies thereof; photographs and photographic negatives; reéorded i
| l
engineering data; correspondence and plans relating to resgarch
and development projects; and all other Bimilar matter,
Materiel: Any article, substance or apparatus, The term mate=-
riel camprises military arms, armaﬁent, equipment, and supplles
of all classes, both complete and in process of development and
congtruction, models that show features in whole or in part,
design, mock=ups, Jigs, fixtures, and dies, and all other

components or accessories of military equipment. ‘ i

Officer Courler; Commissioned officers of the Army, Navy, Marine
Corps, and Coast Guard on active duty and commissioned off#cers
of the Naval Reserve, Marine Corps Reserve, and Coast Guar§
Reserve on active duty. j
Photomaps A reproduction of a photograph or mosaic upon w£idh
‘grid lines, marginal daﬁa, and place names may be added,

Reglstered Documents: Any document or device regilstered usually

by number and perio&ically accounted for, A registered document
is a Top Secret, Secret, or Confildential document, or a Reatricted
‘cryptographic document, or device, carrying a reglster number, a »

short title, and instructions to account for it periodically, A

3

R O I Jr < HAS

registered document is not to be confused with a classified

document to which, for administrative reasons, a number or short

6/15 /47




3.2(3)

title is aselgned for bookkeeplng or reference purpose only, and
for which no accounting is required., |

Restricted Matter: Documents, information, or masteriel (other

than Top Secre‘u,’ Secret, or Confidential) which should not be

published or commnicated to anyone except for officlal purposes,

?Secret Matters Documents, informatlion, or materiel, the un-
ia.uthorized, disclosure of whilch would endanger national security,
cauge gerious Injury to the interests or prestige of the nation,
éor any govermmental activity thereof, or would be of great
%adva.ntage to a foreign mnation,

Shért Title: A designation applied to a clagsified document,

materiel, or device for purposes of security and brevity, It
consiste of figures, letters, words, or combinatlons thereof, and
1f registered usually contains an abbreviated designation of the
office of origin, without glving any information relatlve to

classification or content of the document, materiel, or device,

| Tochnical Information: Shall be deemed to include information on

| iwea.pons and equipment, including instructions on maintenance and
%operation and any descriptive matter on camponents, It further
1includes means of manufacture, techniques, and processes of
?wea.pons and equipment, together with Information pertaining to

the various sclences relating to weapons and equipment and to

direct and indirect measures which may be employed in warfare,

Information of a strategic or tactical nature is specifically

6/15 /47
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3.2(4)-3,%3,2 | |

excluded from the meaning of this term as are "user" aspects such

as functioning and general instructions for tactical use a.qd.

employment .
Top Secret Matters Certain secret documents, information, |and ‘
J |

materiel the security aspect of which is paramount, and the un=

authorized dilsclosure of which would cause exceptionally gfa.v.e

damage to the nation. ,

3.3 Security Office,

The responsibility for the administration of security within the |
JRDB rests with the Administrative Secretary under whose supervi- |

slon the Security Office is established and maintalned.

3.3.1 Military Personnel in Charges An officer of the Army or

the Navy acts as Security Officer in the Joint Research

|
and Development Boexd, An officer from each Service; is
! |

agsigned to the Security Office and one of them is on duty

at all times during the working day. ,

3.3.2 Hours of Duty: The Security Office will open not later

than 0800 and will close not earlier than 1730, A

Security Officer will be on duty at all times during these

hours, If 1t becomes necegsary in emergency situations ,

for both Security Officers to be absent from the Security

Office at the same time, the office will be supervised by

6/15/47 . | |

|
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3.3.2(2)=3.3.%

a clvilian employee properly cléared. and specifically
authorized by the Administrative Secretary. If it 1s
necessary for any personnel of the Board to work after
1730, the Security Officer making i'.he nightly ck;eck will
notify the working staff that 1t 1s responsible for secur=~
ing the offices used, which includes stowing all claséified
materlal in safes comsnaurate with thelr security and
locking the offlce doors,

If 1t 1s necessary for personnel to work Saturdays or

Sundays, the same rules will apply.

A Securilty Offiée‘r willl be In attendance at all meetings
of the Board, the Policy Council, the Scientific Advisors
to the Policy Council, and the Executive Council, whenever
such meetings are held outside regular working hours or

outalde the officlal headquarters of the Board.,

3.3%.3 Authority: The Securlty Office of the Board 1s the author-
1zed representative of the Executive Secfeta:’y, and all
orders and instructions from the Security Officer with
respect to security have the same authority as though

emanating from him,

3.3.4 Responsibilities: The Securlity Officer is respansible for

the followlng matters:

6/15/47
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3.3.1(2)

6/15 /47

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)

The intermal se;urity of the building area occupled
by the Board.

Approval of all Securlity Regulations issued by the
JRDB. |
Tﬁo maintenance of order, enforcing the Security |
Regulations, and making security inspectlons, ;
Instruction of personnél in the Security Regulatiéns
and. procedures at JRDB,

The recelpt, logging in, and distributlion within the
JRDB of Top Secret material,

Distribution of Top Secret material by officer
courler or other designated courler,

The safeguarding of Secret and Top Secret documents
which are forwarded to this office or which originate
in this office; under no circumstances will Top j
Secret or Secret material repose 1n a Committee file
until registered with the Security Officer. ;
i

The destruction of classifled material, A reportjof
the destruction of classified materlal prepared by

the JRDB will be made to the Executive Sécretary and.
filed in the Security Office, If c;assified docu-~
ments of a headquarters other than the JRDB are ,

destroyed, the Security Officer will notify the lssu-

ing headquarters of the destruction., (It is the

S A




3.3.4(3)=3. k4

regponslibllity of the Management Rivieilon to effoctu-

ate the dailly collection and burning of classified

papers, ) |

| (9) The survey at intervals not exceeding three months s
of all class,ifiéd material on file with the Bé&rd,

(10) vReporting to the Administrative Secretary and the
Executlive Secretary, all security violations wlthout
exceptlon, discovered during the day or during the
nightly check of the offices,

(11) Chenging combination locks at least once every 6
montha, or upon separation from the office of person=
nel who have knowledge of the combination, except
that the combination to the main vault shall be
changed at lrregular intervals not to exceed 30 days,

(12) The custody of lost and found articles., Inguiries
fqr lost items should be made to the Securiﬁy

0fficer,

3.4 Rules for Admittance to JRDB Premises,

All persons entering the premises of the JRDB willl be admitted
only upon the display of proper credentials and satisfactory
personal ldentification, A receptionist will be on duty at all
times during the working day to attend to the detalls of admit-
tance and exit, |

{ : 6/15 /47
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JRDB Personnels All personnel of the JRDB including the

Army and Navy personnel, regular full-time personnel, part-
time consultants and technical advisors are reguired to

display the JRDB pass,

Visitorss Upon the arrival of a visitor, the receptﬁonist

will telephone the office of the person to be visitéd; if

that person is in, the visitor will be asked to wait in the

ante~room unbil the person upon whom he is calling comes
to meet him or sends someone to do so., If the caller is
not to be met and escorted, then 1t 1s necessary for the
visitor to eign in at the reception desk, 'It is necegsary
that the reception desk have a record of all visitors, and
JRDB personnel who bring visitors in with them are re-
guested to leave information regarding the visitors with

the receptionist, In the event they fail to do so,[the

recopbtionist will call for this information, AlL ﬁieitors j

|

are required to dispiay personal identification, |

Telephone Company or Building Employees for Service

ogeg: Chepapeake and Potomac Telephone Company
employees and Government service employees will show
photographic ldentification signed by either the Provosﬁ
Marahal, or by an authorized representative of the Navy

Department. The receptlonist shall direct to the Security



3.4.3(2)=3.4.5

Officer all employees mdmitted to the premises of the Board
for service purposes. The Security Officer will ascertain
the areas in which they work and willl notlify the offices
. involved of their presence, These offices willl take the

precavblons necessary to avold breach of sermritv,

; Comnercial deliveries may not be made wilthin the premlses

of the Board, but in emergency situations may be left with

the receptionlst who will notify the addressee,

3.4.4 Admittance to Conferences: The only persons permitted to

enter a conference room d.uring a meeting are members of
the Secretariat, Perscons desiring to deliver a coamminice=
tion to a conferee willl turn it over to the receptionlst
or to the Executive Secretary's secretary who wlll be re~

gponsible for its delivery.

3.4,5 Property Inspection and Clearance: Visitors to offices

of the Board who carry brief cases, envelopes, or parcels
| ‘ Shouid. request fram the receptionist or authorized person
in the office vieited, a signed Property Pass which will
enable the vigltor to leave the bullding without deteiled
inspection by the bullding guards, A list of personnel
authorized “to sign Property Passes is attached as Appendix

I of this chapter,

S3AIHOYY TYNOILVYN 3HL LV d30NA0Hd:
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305-30501 i é

3.5 Security Measures for Individual Offices,

The security of the individual offlce ig the responsibility of
the head of the office, It shall be his duty to ascertaln that
all personnel under his supervision are thoroughly acquainted

with JRDB security regulations and cognizant of their peréona‘l
responsibilities in the matter of security, Any breaches ie‘f ‘
gecurity which occur Yithin an office shall be charged agéinﬂt

the head of the office, .

3.5.1 The Issuance of Keys: Office keys shall be issued.;to the

head of any office of JREDB upon his request, Keys may be
issued to subordinates In any offlce upon certification by
the head of the officé, to the Security Officer, that the

L possessglon of the key is necessary to theeffective conduct

SoTRa

of the work in that office., Issuance of keys shall he

kept to a minimum consistent with effective conduct of

JRDB business. | |

Koys to desks are supplied by the Supply Section o:§' JRDB
and are 1ssued to Individuals by that section, Upcg)n ]
delivery of desk keys to ind.ivid.ué.ls , & signature is | |
obtalned for the key and filed with the Securlty Office.

It 1s necessary that people upon changing desks notify Jthe

6/15 /47




3.5.2

3.5.3

%.5.1(2)-3.5.3

Security Office of this change so that the records may be

altered,

‘Keys will not be issued to any individual when changing

desks unlesd the old key is returned to the Security Office

and the exchange of desks reported.

Protection Agalnst Unauthorized Inspection: Persons

having clasglified information on their desks will take
every precaution against unauthorized persons inspecting
such material either deliberately or casually, One pre-
cautionary measure 1s to keep such papers face down or
covered when not in immedlate use; another is to provide
a conference table where offlcers of the Board may inter-
view guests rather than at their desks where classified

papers msy be in use.

Security of Desks, Safes, and File Cabinets: All classi-

fled papers must be stowed in accordance with security
measures appropriate to their classification (Section
3.5.5) at night and during any periods of the day in which

the office 1s unattended.,

When cabinets and safes are unlocked, a "T" shaped card

with the word "OPEN" on it shall be inserted in the handle

i
i
B
¢
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3.5.3(2)
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of the top drawer, These cards shall be removed only when

the safes and cabinets have been secured,

All personnel who have been entrusted with the responsi-
bility for securing safes and cabinets should be thoroughly
familiar with the operation of the combination locks, |
There have been instances where the custodians of clagisi-
fied material have unwilttingly left safes, safe cabinéts,
and file cabinets unlocked because of their um"'amilia%‘ity
with the cambination locks, Persons charged with the
locking of safes and cabinets should meke certain that
each drawer and compartment is in position before turning
the dial., The dial should be turned at least three com-

plete revolutions and the cabinet or safe checked there-

after to insure that the lock has functioned, Army and

Navy regulations require that the combinstions of lock

type safes and cablinets be changed periodically. It is

desired that combinations of all safes be changed:

(1) at least every six months;

(2) wupon permsment detachment from the office of a.n;gt‘r
personnel having knowledge of the combination, éCom-

binations on all safes must have a final num.berjnot

lower than 15,




3.‘5.1&

3,5@.11 Attendance in Office: At no time may an office be left
|

unattended while clasgifled papers are lying about and
gafes and cabinets open. Whenever an office must be left
unattended, 1t shall be secured in the same manner as &t

the close of the business day.

Between the hours of 1700 and 0830, except when attended,
all offices wlll be entirely cleared of loose papers,
calendars, telephone lists, any written materials or doc-
uments; and all such materials and documents shall be
properly ‘stowed.. All written materlals or documents,
including unclassified materials must be placed under lock
and key to ensure that no classifled material is 1lnadvert=
ently left exposed, Certain exceptions to thls order are
permiasibles
(1) Supplies, which may be stored in unlocked cabinets or
othér repositories which permit ready inspection when
these are neatly stacked to indlcate clearly that no
written or printed documents are inadvertently stored
with themy
(2) Unclagsified reference information regularly posted
on walls or desks;

(3) Restricted information regularly posted, with the

authorization of the Securlty Officer, .
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Windows should be secured when the last member of the

gtaff of an office is leaving for the day.

3.5.5 Dispogition of 0ffice Waste Meterials All classified waste

30506

6/15 /47

office material mst be placed in the wastepaper basgkets
marked SECRET, A supply of these 1s in each offilce.
Classified waste office material should be torn into small
pleces before being deposited in the SECRET baskets,

Under no circumstances should it be burned in the

receptacles,

All non-classified waste papers and other trash should be

deposited in the receptacles provided in the halls for
this purpose and not deposited in the SECRET réceptaoles.
Contents of wastepaper baskets wlll be collected daily be=-
tween 1600 and 1645 by the messenger, When wastepaper
baskets are emptied, they will be turned upside down,
Uhd.er no circumstances will classified materials be placed
in t]ge wagtepaper basgket after i;he waste collection has i

been made,

Stowage and Flling of Clasgified Documentss Classified

documents mist be stored under security conditions
commensurate with thelr clasesification, outlined as

follows:




30 506.1’3050653

‘ 3.5.6.1 Top Secret Material: Top Secret documents shall

be stored by the Security Offlcer in a six-combi-
nation safe, Under no cilrcumstances may Top

Secret documents be stored elsewhere,

‘ ‘ 3.5.6.2 Secret and Confidential Material: Secret and

Confidential material must be secured in & three-
combination safe or in steel cabinets secured by

bars and three~cambination locks, Secret and

‘ Confidential material may be stored within the

| \ offices to which it belongs or where it is being
used, Secret route sheets will not be filed with
secret material other than in the central files.
If a Commlttee or Panel desireé to file secret
material, it will so indicate on the route sheet,
initial the route sheet, and return 1t to central

\ 3 f1les through the Security Office,
l

I

l

3.5.6.3 Restricted Material: Restricted documents may be

kept in desks provided the desks are locked.
Restricted documents not kept in a locked desk
will be secured in the same manner as confldentilal

documents, Restricted material, provided it bears

the Security Officer's notation of approval, may

be posted in rooms normally kept locked after

6/15/%7
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3.5.6.3(2)-3.6,1

business hours, Restricted documents may be filed
in the offices to which they belong or in which

they are belng used.

3.6 The Preparation of Classified Correspondence,

(NOTE: The preparation of correspondence generally is covered

fully in Chapter 6, Mail and Correspondence, The purpose of this
section is to spell out the rules which apply to the preparatibn

of classified correspondence, )

All classified correspondence shall be prepared and dispatched in

accordance with this Section, Responsibility for the proper clas-

gification of outgoing classified correspondence rests with the

originator,

3.6.1 Securing Log Numbers for Top Secret and Secret Correspond-
‘ ence: Any office preparing Top Secret correspondence mp.st

gend & secretary to the Securlty Officer to apprise him of
the. fact and to ;ecure from him a log number, The secréa-
tery shall, et the same time, advise the Security Officier
of the number of coples to be prepared and the proposed
distribution, Offices preparing Secret correspondence
shall contact the mall control desk and request log numbers

for each plece of secret correspondence’. The mail control

6/15 /47

)
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clerk will make a pencil note of the log number, The
gecretary preparing the Secret correspondence will type

the log number on the upper rightha.nd. corner of the

; correspondence., When the- correspondence is received in

the Mail Room, the mail control clerk will make a penna.nent
record. of the number in ink,

3.6,2 Number and Colors of Copies for Correspondence Below Top

Secret: For classified correspondence helow Top Secret,

a route sheet should be prepared, Route sheets ars

" colored and labeled, according to classification, as

follows: Restricted, green; Confidential, yellow; Secret,

‘blue, The following carbon copies of the letter should be

made: original, three white copies, one green copy, cne

Y

pink COpY .

3.6.3

Number and Colors of Coples for Top Secret Correspondence:

For Top Secret Correspondence, a pink route sheet should
be attached, and the following carbon coples of the
letter prepared: orilginal, two white copiles, one green
CODY .

3.6.4 Affixing the Classification and ksplonage Act Stamps:

All classified correspondence must be stamped at the top
. and the bottom of each pa.ge with the appropriate classi-

. flcation stamp, The top marking must be placed in such

| , 6/15 /47
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a way that it will not be obscured by paper clips, staples,
or file fasteners, All classified correspondence addressed
to a civilian agency, or which may be forwarded to a
civilian agency, must bear, in addition to the security
classification, the following reference to the Esplonage
Act:

This document contains information affecting the

national defense of the United States within the

meaning of the Espionage Act (U,S.C, 50:31 32),

The transmission of this document or the revela-

tlon of its contents in any manner to an u.nauthor-

ized person is prohibited by law, |
Rubber stamps for the securlty markings and the Esplonage
Act reference msy be secured from the Supply Section of

the Management Division, .

3.6,5 The Preparation of Receiptss The preparation of recelpts

is mandstory for Top Secret and Secret material, The
preparation of recelpts for Coni‘idential‘matter is optional

with the office of origin.,

i

l

Receipts for Top Secret correspondence will be pre;pared by
the Security Office, which should be notified when Topi

|
sevret documents sre ready for transmittal,

Receipta for Secret materisl (W,D,, AGO Form No, 996)

*)

should be prepared in accordance with the foJ_'Lo?ring

6/15/47
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3.6.5(2)-3.6.6
|

procedure by the offices‘briginatihg the correspondences
Receipt forms mey be procured from the Security Office,

I '

\

the maill control desk, or the Supply Section.

Receipt
forms shall be made in triplicate.
1

The standard forms in
use come made up 1ln three coples,

The secretary complet-
ing the receipt shall fill in (1) the date of the corre-

spondence; (2) the space-labeled "Serial Wo,, File No, or
Subject" as foliows:

the flrst letter of the classifica-
tion~-the log number--and the copy numbers
|

3 (3) the log
numbers of any Secret enclosures (if classified; otherwise
| ‘

2
the number of enclosures); (U4) the addressee as appropriate,

If there are no enclosures, that part of the form should
| i remain blank,

The Postal Reglstry number will be filled
; in by the Mail Room.,
‘ |

Under no circumstances should classi-
fied information be included on the Receipt Form,

Receipt forms should be enclosed in the inner envelope
\ ;

which, together with the outer envelope

, should be de-
livered unsealed to the Mail Roon,

3,6,6 The Preparation of Envelopes for Classified Correspondence:

Restricted correspondence may be forwrrded in a single
- | opaque sealed envelope,
\ |

No indication of classification
| should appear on the envelope,

An inner and an outer
i envelope mst be prepared for Confidentlal, Secret, and
\-’

6/15 /7
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Top Secret correspondence, The inner envelope shall be
smaller than the outer, stamped with the appropriate " |

clasgification stemp, and addressed in a manner identical ‘

with that of the outer envelope, Classified correspondence o

gshould be addressed only to persons or desks knowvn to be

authorized to receive classified correspondence,

|
|
The outer envelope should be opaque, larger than the inner !
|
one, ILined letterhead envelopes msy be obtained fram !

Supply Room, The outer envelope should bear no indication -

of classification,

3.,6.7 The Destruction of Waste Materials: All waste materials ‘

resulting fram the preparation of classified correspondence

mist be destroyed, These include carbon paper, rough |

drafts, and stenographic notes, when they have served
thelr purpose, Such matter should not be left in .desks
over night, The Security Office shall destroy all waste ] ’

material for Top Secret correspondence, .

3.7 The Transmission of Classified Documents.,

Classified documents may be transmitted only in accordance with

- the procedures prescribed in this Section. |
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3.T.1-3.7,1.2

3.7T.1 Inter-0ffice Transmission:

3.7.1.1 Top Secret.,* Top. Secret documents, in folders,

wlll be transmitted between offilces by the Secu=-

rity Officer only° Under no circumstances shall
Top Secret material be sent through the imter-
| ' . office mall., Top Secret material should not be.

removed from its folder, All Top Secret d.ocumenté

brought into the Board from any source must be

logged in at the Security Office before being put

to use.

3.7.1.2 Secret: Secret documents, in folders, will be
transmitted between offices by mémbers of the
Security Office only. Secret material should not

be removed from its folder. ©Secret incoming mate-
rial will be forwarded to Jt;,he Securlity Office frqm
the mall control desk, The Security Office will
be responsible for the distribution of all Secret
 material until such material is placed in file.
Secret maﬁerial in fille which 18 to be rerouted

to interested committees, panels or persons will

|
|

be routed through the Security Office.
| .

% Members of the staff of the Board suthorized to handle Top Secret
materia.l are listed in Appendix II to0 this chapter, copy of which
may be seen in the Security Office,
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* JRDB OFFICES BY ANY PERSONNEL WITHOUT CIEARAI\’ICE

Requests for Secret' documente that have been%filed.
in the Iibrary will be handled in the following
manners: the request will be made to the Librarian
who, upon extracting the document from the rile,
willl attach the é,ppropriate route sheet and indi-
cate on the route shegt the log number and the
addressee, The document will then be forwarded to
the Security Office by folder, and there it will
be distributed to the requesting office, After
the requesting office has finished with the <j100u-
ment and initialed the route sheet, i1t will "t;e
returned to the Libra.ry by way of the Securi‘cly

Office,

Secret and Top Secret maverial will be delivered
in folders by the Security Office, These fold.érs
will be delivered dally not later than 1000 and
will be picked up by a representative of the
Security O0ffice in tﬁe afternoon, The represent-
atlive of the Security Office will start picking
up folders at 1530, NO SECRET OR MATERIAL ox;

HIGHER CLASSIFICATION IS TO BE TAKEN FROM 'I’.HE

)

|

THROUGH THE SECURITY OFFICE, |




LI

°

2

| 3;70193-3070202

Dt 3.741.3 Confldentisl and Restricted: Confidential and

Restricted material may be transmitted between
offices by such means as the chief ¢f the sending
office may consider adequate to the protection of

its security.

3.7.2 Transmission within the United States:

3.7.2.1

3.T.2.2

Top Secret: Top Secret material will be trans-
mitted by off_icef courier or authorized civilian
courier, The names of persons who are authorized
courlers for Top Secret material may be obtained
from the Security Offlce, The transmission of Top
Secret material shall be under the supervisi.on‘ of
the Security Offlce, Under no circumstances will
T.op Secret materlal be transmitted by U, S,
reglistered mall, Top Secret couriers -will be

furnished locked room accommodations when travel-

ing by train,

Secret: Secret material shall be transmitted by

officer courier, authorized civilian courier, or

~ U, S. reglstered mall, return registry receipt

requested, Secret material may be transmitted

betvieen govéiment agencles by mesgengers of the

JRDB with the approval of the Security Officer,
6/15/47
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3.7.2.3 Confidential: Confidential material sha.ZL']L be

transmitted in the same mamner as Secret, §;except
that return registry receipts are not required.,
Confldential documents willl be cleared for trans-

mission by the mall control desk,

3.7.2.4 Restricted: Restricted material may be trans-
mitbted by any means providing a reasonable degree

of security,

3.7.3 Transmission outside the United States: Classified docu~

ments to be mailled to addresses outside the continqnta.l

limits of the United States must be cleared througﬁ the
!
Security Officer.

|

3.7.4 Telephone Tranamission: Classified information of ?.

classification higher than Restricted may not be trans-
mitted by telephone, References to material of higher
classification may be made by number, date, etc., provided
care 1s exercised in not revealing substantial classified.

information,

3.8 The Duplication of Classified Material,

E
3.8.1 Authorizations Top Secret, Secret, and Confidential mate-

rial may not be reproduced, except upon authorlzation of

|
1

6/15/47 |
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the Executive Secretary, his deputy, or other authorized

| _person.* Clasgsified material shall bé reproduced: with a

| i minimm number of copieé, because-the rigk that- clagsified
meterial may fall into unauthorized hands increases in
proportion to the number of copies in existence. Whénever
the camplete text of an original‘d.ocument is copied, all

coples of the document must be marked "TRUE COPY"; if only

a portion of an original document is copled, all such

\ ' coples must be marked "COPY,"

3,8.2 Securing Log Numbers: Before any Top Secret or Secret

document is reproduced, a log number mst be assigned,

e

Log numbers for Top Secret documents are assigned by the
Security Office; log numbers for Secret documents are
asslgned by the mail control desk, Log numbers shall be

placed in the upper right~-hand corner of the stencils or

master sheets in such a way that all copies will carry the
log number,

3.8.3 Marking or Stamping Classified Documents, Drawings, and

Trabings:' The classification shall be typed on the top

and bottom of the stencils or placed on the reproduction

sheets in such a way that all coples will carry the clag-
3 ‘ siflication at the top and bottom of the pages, Classified
|* See Oath of Secrecy, Par. 2, (Chapter 3, Section 3.1.2),
\ 6/15/47
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drawings or tracings shall carry a legend as to the pr&per
classification in such a way that it will be reprod.uc'eél in
all coples, Whenever practicable, classified photographic
nega.tives shall be marked in the same way, | .
The top marking must be so placed that it will not be ob-
scured by paper clips, staples, or file fasteners,

If more than 25 copies of a document of more than one page
(and if the classification 1s below Top Secret) are to be
prepared, the classificatlion may be typed on the stencils,
top and bottom of each page. However, the :E‘irst page of
the document must also be stamped at top and bottom of itha
page, If fewer than 25 cbpies are prepared, the c.laas?.fim
cation will be stamped in addition to being typed, oun c’l,i'Ll

pages at top and bottom.

All classified documents met bear (either typed or
stamped.) the following reference to the Espionage Acts

This docu:ment contains information affecting the
natlional defense of the United States within the
meaning of the Espionage Act (U.S.C, 50:31 32).
The transmission of this document or the revela-
tion of ite contents in any manner to an unauthor=
ized person 1s prohibited by law.

B T




| N | 3.8.4-3.8.5

\ v
1 3.8.4 Prohibitions with Respect to Cryptographic Commnications:
| ‘;ﬂ - True copiles will not be made of any communication trang=

mitted by cryptographic means,

3.8.5 Special Provisions for the Reproduction of Top Secret Mate-

L rial: Top Secret material may be reproduced only und_er the
aujervision of a commissioned officer or perso:nnel at the
policy-making level The office initiating the reproduce
tion of Top Secret material sha.ll furmsh the person to
supervise the reproduction. The mimeograph machine shall
be operated only by the authorized Tép Secret personnel

listed in Appendix IT to this Chapter. The Security Office

shall be responsible for teaching personmel listed in the

Appendix to operate the mimeograph machine,

The maximum number of copies of Top Secret material which
may be reproduced is 25, unless authorization for addi-

tional copies 1s glven by the Securlity Office or the
: Administrative Secretary.*

Persons supervising the reproduction of Top Secret material

shall have the following responsibilitiems

¥ The maximum number of coples of SECRET material which may be repro-
duced is 60, unless authorilzation for additional coples 1s given by
the Security Offlce or the Administrative Secretary,

6/15/47
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(1) That unauthorized persons do not handle or read Top
Secret documents while they are belng reproducéd;

(2) That the stencils and the backing sheets for st?encils
are removed from the machine a.nd. turned over ’c.o; the
Securlty Office for destruction; ‘ ‘

(3) That spoiled sheets and any wagte paper which ;tesult

from the operation are turned over to the Secux"ity»

Office for destruction.

3.8.6 Destruction of Waste Material: All carbon paper, rough

drafts, stenographic notes, spolled sheets, and any other : '
wa.ste masterial which accumilates in the reproduction of
classified documents must be destroyed 1n accordance with
Section 3,6.,7 of this chapter, The only ex.c'eption ?.s

waste material resulting from the reproduction of Tgop
Secret materisl, which must be turned over to the S!ecurity |

Office for destruction (see Section 3.8.5). .

|
|

- 3.8.7 Stowage of Stencils: Stencils may not be saved for re-

+ runs unless they are stored in the same security as that

of the documents run off from them,

'3,8,8 Distribution of Classified Documents: When Top Secret or

Secret documents are prepared for more than one addressee,

the office responsible for the preparation of the corre=-

spond.encé or documents will prepare a Distribution Sheet

I




l . 3.8.8(2)=3,9,1

which will accompany the correspondence or documenta==to

- _ the Security Office in the case of Top Secret, or to the

\ mail control desk in the case of Secret., Secret and Top
20

| Secret material will not be distributed unless the distri-

i bution sheet accompanies the documents,

‘ §3.8.9 Limitations as to Facilities Which May Be Used for the

B

Reproduction of Classlfied Informstion: Classified docu~

mente may be reproduced only through facllities maintained

by the Secretariat of the Board, unless express permission
i1s given by the Securlity Office for the use of other facile
ities which have been approved by the Services for the

reproduction of classified matter,

3'.9 The Grading (Assigmment of Classification) of Documents,

399.1 Authority to Classifys Documents may be classified Top
1
: Secret or lower by any of the following persons:

(1) Any member of the Policy Council

(2). Scientific Advisors to the Policy Council
(3) Any member of the Executive Council

(4) The Chairman or Executive Director of any JRDB

Com.nittee or Panel

Documents may be classified Secret, Confidential or

Restricted by the following personss

6/15 /47
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(1) A1l military personnel

(2) Any member of the Policy Council

(3) Secientific Advisors to the Policy Council

(4) Any member of the Executive Council

(5) The Chairman or Executive Directoér of any JRDB J

Comittee or Pansl

Each document shall be classifled according to its own
content and not according to its relationship with any
other document, A letter of transmittal shall-bear the
highest classification of any of its enclosures, but 1t
may also bear the following notation: '"Unclassified upon

Removal of Enclosures,"

3.9.2 Downgradings Documents may be declassified only by the
office of origin. When practicable in the preparation of
& document by an office of JEDB, the approximate date that
the document will cease to remain in 1ts present cla.ifasifi-
.cation will be shown at the top of the document in tﬁe
following manners -

THE JOINT RESEARCH AND DEVELOPMENT BOARD
Washington 25, D, C,
\

Effective until , at which time the
clagsification 1s changed to

)

»
~

The use of the form is not restricted to any particular
classification,
6/15 /47
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For declassifying clasiifled documents originating in JRDB,

the following procedure will governs

(1) All persons authorized to classify material under

Section 3.9.1 of these regulations may dowhgrade docu-

ments prepared by thelr coammittee or panel;

(2) When 1t is determined that material will be down-

graded, the office desiring to reduce the classifica-

tlon will prepare a letter to go to all original

addressees, notifylng them of the change in

clagsification,

(a) In all cages, coples of letters changing classi~

fication shall be sent to the Security Office,

3.10 The Periodic Review of Classified Documents,

(1)
(2)
(3)
(%)
(5)

ﬁapers.

glving the following information:

office of origin
date
file number

subJect

classification

%‘,g /73 50 w\m il A}

)

""W [{‘UOL V
v / %
t’“ q;“ 0 a0

?eriodic'suf#eys should be made of all files in order to (1)
downgrade papers where appropriate; (2) eliminate unnecessary
Persons in charge of such surveys should notify the

éecurity Office of all papers which they feel could be destroyed,

6/15 /47
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Pergonnel of the Board are warned, however, that official Govern-

ment records® may not be destroyed except in accordance with

| gpecific federal statute,

3.1l Publicity Clearance,

Information concerning the Joint Research and Development Board

|
shall be released only upon authorization of the Executive Secre-

tary or his delegated deputy in accordance with Chapter 8 o%

this Manual,

3,12 Authority and Functions of PBA Guards,

The Public Buildings Administration guards are employees of the
Federal Works Agency and are on duty in all Government buildings i

and offices which desire their services, The duties of the

guards as they affect members of JRDB are as follows:

(1) Inspection of brief cases and parcels, FBA guards are

authorized and required to make periodical spot checks of
' ' |
brief cases and parcels being teken from the building;§

|

* "Records" are defined as "all books, papers, maps, photographs, or
other documentary materials, regardless of physical form or charac-
teristics, made or received in pursuance of Federal Law or in con~
nection with the transaction of public business, and preserved or
appropriate for preservation by that agency or its legitimate
successor as evidence of the organization functions, policles, deci-
sions, procedures, operations, or other activities of the Government
or because of the informational value of data contained therein,”

: (See Act of 6 July 1945, Public Law 133, 79th Congress.) The term

: "records" will not be construed to include extra copies, or copies

i made purely for information purposes,

3/15/u7




3.13

3.1k

3012(2)-3 olll;

(2) The FBA guards are required by their rules and regulations
to have people who desire to enter the building after the
close of the business day or on Saturdays, Sundays , and
legal holldays, sign a register in the lobby when they
enter and sign again upon departure. A person mat show
proper identification to the vguard. to gain admittance to

to the bullding.,

Limited Distribution.

A special supplement (Supplement 1) providing instructions on
this subJect may be obtained by gualified personnel upon appli-

cation to the Administrative Secretary,

Exchange of Information,

A special supplement (Supplement 2) providing instructions on

this subjJect may be obtained by qualified personnel upon appli=-

cation to the Administrative Secretary,
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~ APPENDIX I

List of Personnel
Authorized to Sign Property Passes

This appendix willl be

issued at a later date,
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APPENDIX IT
List of Personnel _
Authorized to Handle Top Secret Materilal

‘ Thils appendix will be issued at a later date,
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